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Informed and Protected
10 Fallacies about Endpoint Security
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Intro and background

» Brian McDonnell, CEO

= 29years in the IT industry
= Built and ran multiple IT and security businesses

- Most recently, built a security and compliance software

company call Rippletech — ultimately acquired by Intel
= Acquired Waytek in 2009

= My philosophy is to align ourselves with our client
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Waytek

We are an IT company with a national and local presence.

» Locally, we focus on Managed or Remote IT Services for SMB’s in the
area.

» We build our business by building relationships with customers and
providing a holistic approach to their IT security needs.

» In addition, we try to educate our customers and keep them up to date
through social media, our website and blogs, events like these, and our
newsletter. (Here’s an example of our newsletter.)

» Asyou’ll hear from the presentation, it’s not enough to just protect. The

_security experts at Waytek provide protection, detection AND response.
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Waytek

» At the heart of Waytek, we want to deliver the
best service to our customers to make them
feel more secure without worrying about the
details of getting there.

» We really do want to make them feel that we
are helping them be “a step ahead.”

Brian McDonnell

856 346 9310
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Be Ready for What’s Next -
10 Fallacies about Endpoint Security

Ori Ammar, CISSP-ISSAP, CISA, CISM, CRISC

Systems Engineer
Kaspersky Lab



The Endpoint Is The Target

Malware On The Endpoint Is The Goal

_
Personal Websites |

Social Media




Kaspersky’s Global Perception

The Growing Malware Threat

5,000,000
New threats per day

. | New signatures per day
o d 000 Signatures as of today N ERRY.Y.

2,000,000 Miobile Malware Threats as of
February 2011

1,000,000




Web-based attacks

» ~27 attacks/second » 95,562 attacks/hour
m » 69,569,149 attacks/month @
5"‘\1/ T~ / |
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L 1. TS @lr2,293,488 attacks/day

» 1,592 attacks/minute

208.707.447 we

17,392,287 attacks/week



Breaching the Most Secure

Computer Spies Breach Fighter-Jet Project

Air Traffic Control System Repeatedly Hacked !

A security audit finds a total of 763 high-risk, 504 medium-risk, and 2,590 low-risk vulnerabilities, such {
as weak passwords and unprotected folders.

IG: Air traffic con

illion: Joint Strike

Cybe rattack By Thomas Claburn Ever—acoonding to
Information\VWeek
By Hathleen Hickey © N May 7, 2009 06:16 PM R
The Federal Aviation Admi E e sble to copy and
tems, officials say,

In the past four years, hackers have hobbled air traffic control systems in Alaska,
seized control of Federal Aviation Administration network servers, and pilfered
new repori released by &l 1orconal information from 48,000 current and former FAA employees, according to
General (O1G). anewly released government report.

to cyberattacks via Weh ap

“In our opinion, Lmle_SE e.fre The report, "Review of Weh Applications Security and Intrusion Detection in Air
matter of when, notif [airt) Trafiic Control Systems,” was published Wednesday by the Department of
serious harm to [air traffic ¢ Transportation Office ofthe Inspector General.

assistant inspector genery
newer besn anything ke

the report. More Security Insights
3 v g Journal that the Air Force's air traffic contral system had been | sdding that other mifitany

Reps. John Mica (R-Fla) a Whitepapers breached by hackers and amid congressional hearings featuring

: ; . : i military and civilian officials testifying about the sorry state of LS.
‘Review of Web Applicatiog  # A CIS0's Guide to il i :
Application Security !

It comes on the heels of a report last manth in the 1Wall Street

Control Systems.”

The satellite-based air traffic contral system is heavily reliant on commercial
software and IP-based technology. Among the auditors’ conclusions:




n Data Center Fixation

Assuming the data is in the data center

IDC research shows
that desktops &
laptops represent the
most serious concern
for Data Loss
Prevention (DLP.)




K3 Information Amnesia

Forgetting the value of data on mobile devices




K3 Information Amnesia

Forgetting the value of data on mobile devices




ﬂ Migration Myopia

Believing that company data never finds its way to home systems.




n Device Delusion

Treating mobhile devices as desktops

People are working — accessing
the most up-to-date information,
respondingimmediately to client
contacts, and taking care of many
more daily tasks — around the
clock. .....this environment has
created a new comorate
vulnerability thatis likely to be
targeted by emerging threats.

- IDC




Mobile malware
Number of sighatures

» Mobile threats are on the rise

» Total number of mobile malware signatures as of 261 September 2011: 4134
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Source: kaspersky Lab September 2011



Mobile malware
Some statistics

» Number of mobile malware families to
date: 314

» Number of mobile malware
modifications to date: 3052

» Mobile malware found in August 2011:
314 new modifications (new record!) Mobile malvare written for specific platforms:

» Most common mobile threat: SMS

trojans 5 nmE W Symbian

5.97%

50,00%%

indows
abile
1.32%

Iphone
0.20%

source: Kaspersky Lab 26th September 2011 B Others
2 Blackberry 0.84%
0.02%



ﬂ Social Media Mania

Adopting Social Media Without Protection
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ﬂ Attention Misdirection

Focusing on Prevention vs. Detection and Response

* 95% of respondents
listed the 12 items HowThey Break In:
below

* 95% thoughtthat
Prevention was key

* [T Security spending
follows the same
mindset

Prevention Detection

Response

Alarm Motion detectuq Dog Gun

Doors Locks
Windows Fence

Monitoring Crime watch Police Insurance

Source: "Data @ Risk" by David H. Stelzl



B3 Awareness Deficit

Failing to fostera

culture of awareness P " @
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K} Threat Camouflage

Underreporting of security breaches

“According to the FBI, cybercrime
officially cost Americans almost
$560 million last year, more than

double the 2008 tally, although
experts say the true number is
undoubtedly much higher,
since many cyberattacks

go unreported.”

— Dallas Morning News, May 2, 2010
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KB Compliance Complacency

Settling for Compliance

Compliance... just one step
north of negligence.

— Josh Corman, The 451 Grotip

@ é:g:t:rliat}r'rds CuuncTiII
Sarbanes-Oxley

HIPAA.ORG

Children’'s Internet Protection Act




EX] Assuming Everything is OK
How many times have you heard your IT team say:

“We're covered...
We are compliant”

only to have your expensive extemal audit firm come
in and deliver a scathing report that enumerates
thousands ofmissed items, erroneous
configurations, and process violations?



10 Fallacies about Endpoint Security

1 DataCenterFixation Assuming the data is in the data center

Information Amnesia Forgetting the value of data on mobile devices

i)

3 Migration Myopia Believing that company data never finds its way to home systems

F

Device Dyslexia Treating mobile devices as desktops

L

B  Social Media Mania Adopting of social media without protection
G  Attention Misdirection Focusing on Protection versus Detection and Response

f | Awareness Deficit Failing to foster a culture of awareness

8 Threat Camoufiage Under-reporting of security breaches

O

Compliance Complacency BTl (sl@selnlsllET e
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Kaspersky Endpoint Security

— Visibility |

# Control

d Protection




The Most Immediate Protection

Small Updates for the Best Protection and User Experience

KAJPERIKYS

Microsoft

0 100 200 300 400 5
Updates per Month



Fastest Response Time to New Threats

KASPERYKYZ2 =2 hours

i

Eset 2 to 4 hotirs

Sophos 2 to 4 hours |

AVG | 4to 6 hours |

Symantec 4 fo 6 hotirs

Others 4 to 8 hours
0 2 4 6
Hours

Source: AV-Test.org



Layered End-to-End Protection

In-Premises Mail Filter; AW, A5 Endpolnt In-Premises Web Filter

il Server P N p—
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Storage, ECM

Y

Warkstation, Laptep, Mobile, Fileserver, Terminal Server, Mail Server

Security and Vulnerability Management
Intelligent Network Access Control
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